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Abstract: IPv6é Neighbor Discovery Protocol (NDP) is
essential to facilitate communication between local
network nodes. However, NDP is vulnerable to various
attacks that can disrupt network communication and
facilitate malicious activities. This study attempts to
identify the major security vulnerabilities to NDP and
assess available methods to improve its security. We
conducted a systematic literature review to analyze the
benefits and limitations of mechanisms such as
Cryptographically Generated Addresses (CGA), Secure
Neighbor Discovery (SEND), and Attestation-based
Neighbor Discovery. Our findings show that these
mechanisms significantly reduce the impact of Neighbor
Discovery attacks. We recommend an attack detection
mechanism to address spoofing of Neighbor Solicitation
(NS) and Neighbor Advertisement (NA) messages to
improve NDP security in IPv6 networks. These insights
can help network administrators and protocol designers
implement effective defenses against NDP attacks, thereby
enhancing the stability and security of IPv6 deployments.
Our research contributes to ongoing efforts to improve
IPv6 network reliability by investigating the protocol's
structure, the role of ICMPv6, associated security
concerns, and potential security solutions.

Keywords— Neighbor Discovery Protocol (NDP) - Address
Resolution Protocol (ARP) - Internet Protocol version 6 (IPv6) -
Man in the Middle (MiTM) — Denial of Service (DoS) - Internet
Control Message Protocol version 6 (ICMPv6) - NDP security-
Secure Neighbor Discovery- Cryptographically Generated
Addresses

I. INTRODUCTION

IPv6 was developed to replace IPv4, bringing significant
improvements such as a vastly larger address space, which
resolves the address shortage issues inherent in IPv4[1, 2].
Furthermore, 1Pv6 provides improved security characteristics
over its predecessor. However, the adoption of IPv6 protocols
has generated additional security vulnerabilities, which must
be addressed[3]. Studies have explored the delayed adoption of
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IPv6, revealing that many enterprises do not see the immediate
necessity of integrating it into their networks, perceiving it as
a complex and challenging technology to deploy[4]. Security
concerns have also contributed to the slow uptake of I1Pv6 [5].

The IPv6 Neighbor Discovery Protocol (NDP) is a critical
component that ensures device connection inside Local Area
Networks (LANS). It enables devices to discover, recognize,
and communicate with neighboring nodes[6]. However, NDP
is susceptible to various cyber-attacks, which can compromise
the reliability and accuracy of communications mediated by
NDP, posing significant security and functional risks to the
LAN infrastructure[7].

The neighbor discovery protocol (NDP) is an important
protocol and in the IPv6 protocol suite. Its tasks include
discovering the MAC address associated with an IPv6,
rerouting packets from one router to another, duplicate address
identification, finding routers on the network, and address
resolution. NDP uses several ICMPv6 message types to
conduct its functions, including neighbor solicitation (NS),
neighbor advertisement (NA), router solicitation (RS), and
router advertisement (RA)[8]. Security is a top priority due to
NDP’s inherent vulnerabilities in address resolution and auto-
configuration, which attackers might exploit to infect devices,
intercept traffic, or overload networks. Some of the main risks
are traffic hijacking through the marketing of fake network
prefixes, MITM attacks that impersonate address resolves,
and the flooding of NS or NA messages[9].

Cyber assaults represent a substantial threat to the
dependability and accuracy of communications supported by
the Neighbor Discovery Protocol (NDP)[10, 11]. These
attacks target the vulnerabilities within the NDP, such as
Denial of Service (DoS) on Duplicate Address Detection
(DAD) attacks, Address Resolution-based attacks, Router
Advertisement (RA) based attacks, and Redirect attacks,
which can compromise the security of IPv6 hosts and
networks[ 10]. Furthermore, the lack of security mechanisms
in the NDP protocol makes it a prime target for various cyber-
attacks, leading to potential disruptions in communication and
network integrity[11]
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Securing NDP in LANS is vital to prevent disruptions in
communication and address allocation. Researchers have
proposed multiple techniques to enhance NDP security and
resilience against cyber threats, such as Secure Neighbor
Discovery (SEND), NDPMon, Software Defined Networks
(SDN)-based solutions, and innovative cryptographic
approaches[12-15]. These solutions aim to mitigate DoS
attacks by improving NDP message verification, protecting
Neighbor Solicitation (NS) and Neighbor Advertisement (NA)
messages, and reducing the risks associated with address
spoofing and flooding attacks. Advanced security methods like
ABS based on the Blake2 algorithm and novel concepts such
as ABS domain have been suggested to prevent rogue nodes
from interfering with the automatic configuration process and
ensure the uniqueness of IP addresses in local networks[9, 16-
19]. Additionally, new algorithms like DH and HMAC have
been proposed to enhance security compared to previous
systems such as Trust-ND. Digital signatures are also
employed to authenticate IPv6 hosts and prevent unauthorized
devices from connecting to the network [14, 15, 20]. These
solutions collectively aim to bolster the security of IPv6
Neighbor Discovery in LAN environments Over the last two
decades, IPv6 security research has made substantial progress,
as indicated by arise in publications and citations, indicating a
rising global interest in IPv6 security challenges. The
expansive address space of IPv6 compared to IPv4 presents
new challenges as attackers develop new tools and strategies,
underscoring the importance of adapting tools and monitoring
technologies for IPv6[21]. Recent research has proposed
innovative solutions such as a unique neighbor discovery
mechanism for IPv6 over BLE mesh networks[22]. Similarly,
a 2023 study introduced a secure blockchain-based neighbor
discovery method that leverages blockchain's immutability and
decentralization to enhance the protocol's integrity and
reliability[23].Attacks targeting Neighbor Discovery in
Internet of Things (loT) devices within smart home
environments highlight the critical need for robust security
protocols in IPv6 LAN deployments [24].

Table 1: Summary of attack detection and defense
mechanisms.
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= |t prevents replay attacks, supports
certificate path validation, and
secures message integrity and
authenticity.

= It also prevents spoofing and
address resolution.

= |t enhances network

communication trust, mitigates

DoS attacks, and is interoperable

with existing IPv6 infrastructure.

It allows granular security policies

for different types of NDP

messages.

Limitation:

= The cryptography and verification
methods demand a large amount
of CPU and memory.

= Changes to the present NDP
(requiring new ICMPv6
messages).

= Manage trust anchors and keys at
a cost.

= DoS attacks pose a hazard.

= Compatibility issues with popular
operating systems.

Software Defined
Networking
(SDN)

Advantages: Centralized control
and flexibility in executing security
measures.

Limitation: Single point of failure;
Complex deployment and
management

Cryptographically
Generated
Addresses (CGA)

Advantages: Prevents address
spoofing and improves security by
tying addresses to cryptographic
keys.

Limitation: Computational
overhead; difficulty of key
management

Mechanisms Advantages / Limitation

NDPMon Advantages: Real-time monitoring;

detects different NDP threats.

Limitation:

= Keep track of any particular
assaults, whether they include
routers or neighbors.

= Efficient at avoiding problems.

= Not intelligent and lacks support.

HMAC (Hash-
based Message
Authentication

Advantages: Efficient; ensures
message integrity and authenticity
Limitation: Requires safe key

Secure Neighbor
Discovery
(SEND)

Advantages:

= The protocol offers cryptographic
protection for NDP messages, using
Cryptographically Generated
Addresses (CGA) to bind IPv6
addresses to public keys.

Code) distribution; restricted to symmetric
key settings.
Trust-ND. Advantages: Adaptive security

depending on node activity; mitigates

insider threats.

Limitation:

= The NDP has been modified by
default.

= Additional processing resources
are required for implementation.

= Hash collision attacks are
susceptible.

Digital signatures

Advantages: High level of security;
checks message integrity and sender
validity.
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Limitation: High computational
expense; requires public key
infrastructure.

RA-Guard Advantages:
= Improves network security by
preventing illegal RA
communications.
= Prevents RA spoofing, MITM, and
DosS attacks.
= Compatible with the existing IPv6
infrastructure.
= Easily deployable on compatible
network devices.
Limitation:
= Only guard the network against
malicious router advertisements.
= There are potential compatibility
issues with RA-Guard, and not all
Layer 2 devices (switches) support
it.
= Evasion and denial-of-service
attacks are feasible.
SDN-Based Advantages: Centralized control
Authentication simplifies security policy
Mechanism management, enabling rapid

response to threats. It's scalable,
enhances visibility, improves security

oversight, reduces manual
intervention, and offers context-
aware authentication,
interoperability, rapid threat

mitigation, and efficient network

resource use.

Limitation:

= There is a compatibility issue with
OpenFlow for network devices.

= Destroy SDN's capacity to
function as a network controller
rather than a network security
measure.

Blake2 Algorithm | Advantages:

= Excellent speed and efficiency.

= Strong security, resistant against
known assaults.

Flexibility with varied hash output
sizes and keyed hashing.

= Low resource use, ideal for
resource-constrained situations.

= Open source ensures openness and
allows for wider inspection and
adoption.

= Parallelizable, using multi-core
computers to improve speed.

Limitation:

* In comparison to SHA-2 and SHA-
3.there has been less adoption and
standardization.

= Configuration settings may
increase the difficulty of
implementation.

Less optimal hardware support,
which may compromise
performance on some devices.

* Future vulnerabilities might
possibly be uncovered.

= Integration issues with current
NDP protection frameworks.

DH (Diffie-
Hellman)

Advantages: Secure key exchange;
resists eavesdropping.

Limitation: Vulnerable to man-in-
the-middle attacks if not verified.
Computational overhead

Il. NEIGHBOR DISCOVERY PROTOCOL (NDP)
A. Introduction to NDP:

NDP is an essential component of the IPv6 protocol
architecture, performing a variety of important activities
required to operate an IPv6 network. This protocol enables
IPv6-enabled devices on a LAN to discover, identify, and
communicate with nearby network nodes effectively to support
basic IPv6 communication operations[25].

The I1Pv6 Neighbor Discovery Protocol (NDP) is vital for
managing communication between devices on a LAN, but it is
subject to a number of security threats, including Man-In-The-
Middle (MITM) attacks, Denial of Service (DoS) attacks, and
address spoofing attacks [26] .

These vulnerabilities are caused by unauthenticated and
stateless NDP packets, especially during address resolution,
which may compromise network confidentiality, integrity, and
availability[25].While Secure Neighbor Discovery (SEND)
and other proposed approaches seek to improve NDP security,
complexity and resource requirements hinder wider use of the
Neighbor Discovery protocol[25, 27].
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Recent research has focused on developing novel
approaches to authenticating IPv6 hosts and preventing
unauthorized access, such as the NDP security (NDPsec)
mechanism based on digital signatures, demonstrating superior
resilience against cyberattacks while reducing processing time
and traffic overhead compared to existing solutions [10, 28,
29].

B. NDP Messages:

Neighbor Discovery Protocol (NDP) messages are
important in LAN contexts because they make it easy to map
IPv6 addresses to MAC addresses and find neighbors.
However, installing NDP on public networks exposes users to
major security threats such as address spoofing, denial of
service, and man-in-the-middle attacks[25, 30].

Furthermore, transmission failures can have a significant
influence on the efficacy of neighbor discovery methods,
resulting in longer discovery durations and decreased
efficiency[31].

Recent studies have emphasized the need of safeguarding
NDP messages in LAN contexts. In this paragraph, we will
detail the number of messages that perform NDP-related
duties, as well as describe the purpose of each message. In
IPv6, NDP makes use of ICMPVv6 messages to let nodes locate
their neighbors on the same LAN and announce their existence
to others. The ICMPv6 messages are[25], as shown in figure
1[32]:

Exist Host A

e i

5 T

|

Exist Host C

Router |
'

.
N (RS}
v | [NA)
Houter Advertisement
il | -
Houter Salicitation - EL]
Exist Host D
Hedirect Message Exist Host E . —
¥ |"""'"':|
Meighbine solicitation Néllv IE-ln:t
W
Meighbor Adverlisements

FIGURE 1. NDP five messages

1) Router Solicitation (RS) - Type 133: Hosts send Router
Solicitation (RS) messages to detect routers on the same
LAN and acquire router information. Routers emit Router
Advertisement (RA) messages when they receive packets
that are not meant for them, in order to void delaying the
next planned timer announcement[33].

2) Router Advertisement (RA) — type 134: The router
generates these messages, which are transmitted
periodically or in response to router solicitation. Routers
use RAs to announce their presence and provide specific
features such as the MTU, router prefix, lifetime of each
prefix, and hop limits[25, 33]

3) Neighbor Solicitation (NS) — type 135: Hosts send these
messages to find the link-layer (MAC) addresses of other
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nodes on the same LAN or to check the reachability of
surrounding nodes[25].

4) Neighbor Advertisement (NA) — type 136 : messages are
issued to announce changes in the host MAC address and
P address, or to request answers to NS messages[25].

5) Redirect ( R ) — type 137 : Routers can send redirect
messages to one another in order to reroute user traffic[10].

C. NDP in IPv6 environment:

1) Router Discovery: NDP enables IPv6 nodes to find
accessible routers on their local network segment[17,
34].

2) Prefix Discovery: NDP allows IPv6 nodes to find
available address prefixes that may be used to configure
IPv6 addresses on their local network[17, 34].

3) Parameter Discovery: NDP enables IPv6 nodes to learn
about many parameters, such as the link MTU
(Maximum Transmission Unit) and default hop
limit[17, 34].

4) Address Resolution: NDP allows IPv6 nodes to map
IPv6 addresses to link-layer (MAC) addresses,
analogous to the Address Resolution Protocol (ARP) in
Ipv4[17, 34].

5) Neighbor Unreachability Detection: NDP enables IPv6
nodes to detect when an adjacent node becomes
inaccessible and take necessary steps, such as initiating
a new address resolution process or choosing an
alternative next-hop router[17, 34].

6) Duplicate Address Detection: NDP allows IPv6 nodes
to ensure that the IPv6 address they are attempting to
use is unique on the local network segment, hence
avoiding address conflicts[17, 34].

1. ICMPV6 PROTOCOL

A. Introduction to ICMPV6:

As the globe moves closer to broad implementation of the
next-generation internet protocol[35], IPv6, the importance of
supporting protocols grows. The ICMPv6 is a critical
component of IPv6 network communication [36, 37].

ICMPv6 is an important component of the IPv6 protocol
suite[9], performing a variety of roles such as error reporting,
diagnostic capabilities, and facilitating key IPv6 protocols
such as the Neighbor Discovery Protocol (NDP)[25]. This
protocol enhances the efficiency and dependability of a local
area network (LAN) by enabling IPv6-capable devices to
exchange control and informational messages[10].

ICMPv6 is used in LANs. [38]investigated the
influences affecting IPv6 adoption and the corresponding
ICMPv6 opinions on the influence. In addition, [39]
analyzed the security imperative in IPv6, including
ICMPv6, but overall we must improve the security of
IPv6 networks.

As a result, the ICMPv6 protocol is used for ICMPv6.
[40] Implementation of IPv6 in telecommunications
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networks, based on telecommunications standards. [41]
Finally and on. Eight comprehensive edits on eight
security technologies and a few in IPv6 networks,
including advanced analysis of ICMPvo6-related
vulnerabilities and potential countermeasures.

. ICMPv6 Messages:

The Internet Control Message Protocol version 6
(ICMPvo6) is critical for operating and managing IPv6
networks[35]. ICMPv6, the successor to ICMP in IPv4,
offers critical error reporting and diagnostic features
required for the operation of local area networks (LANSs)
[42]. ICMPv6 messages are used in IPv6 LANSs to provide
critical network tasks such as neighbor discovery, path
MTU discovery, and fault reporting[43].

Neighbor Discovery Protocol (NDP) messages such
as Neighbor Solicitation and Neighbor
Advertisement[44] allow hosts to discover neighboring
nodes' link-layer addresses[27], wherecas Path MTU
Discovery (PMTUD) uses the Packet Too Big message to
inform senders of the optimal packet size for a given
path[45].

Furthermore, ICMPv6 error signals such as
Destination Unreachable, Time Exceeded, and Parameter
Problem give vital data to hosts and routers on delivery
failures, TTL expirations, and header format errors [46].
Below are details of ICMPv6 error messages and
information messages as required[47]:

1)ICMPV6 Error Messages:
e  Destination Unreachable:

This indicates that the target IPv6 address cannot be
reached. This may be due to routing difficulties,
administrative restrictions, or other connectivity
issues. It includes a notification code that identifies
the reason for the unavailability[47-49].

e Packet Too Big:

Notifies the sender that the packet is too large to be
sent over the route. This initiates Path MTU
Discovery (PMTUD) to determine the appropriate
MTU size[50]. The message specifies the MTU size
that cannot be supported[47-49].

e Time Exceeded:

The sender is notified that the packet's time to live
(TTL) has been exceeded. This often indicates
routing loops in the network or difficulties with
forwarding. The message contains a code that
indicates whether the TTL was exceeded during
transfer or during reassembly of the parts[47-49].

e  Parameter Problem:

The sender is notified that there is a problem with the
IPv6 packet header parameters[51]. This may include
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problems such as incorrect field values, absent
options, or errors in header formatting. The notice
contains a reference to the octet in the [Pv6 header
where the problem is identified.

2) ICMPV6 Information Messages:

e Echo Request and Echo Reply:

Echo request messages, similar to ICMP ping in
IPv4[52], are used for network diagnosis and
troubleshooting. The recipient responds with an echo
reply message, which helps verify the connection and
measure the round trip time[53].

e  Router Solicitation and Router Advertisement:

Makes it easier to identify IPv6 routers on the local
network. Router solicitation messages motivate
routers to send router advertising messages. Router
announcement messages provide information about
accessible routers, prefixes, and other configuration
characteristics[8].

e Neighbor Solicitation and Neighbor Advertisement:

Neighbor Solicitation messages seek a target node's
link-layer address, whereas Neighbor Advertisement
messages offer it. [54].

IV. IPV6 NDP THREATS

Despite the fact that the NDP is often considered as the
most important and critical protocol in IPv6, it lacks a proper
security mechanism for checking and authenticating messages
delivered between hosts linked across the same network. An
attacker with network access can disrupt any of the NDP
processes by changing the messages sent between hosts, as
well as execute DoS and MITM assaults whenever they want
[10, 25, 29].Cyberattacks against NDP services and processes
pose a risk to network security:

A. Neighbor Cache Exhaustion (NCE) attack, the
perpetrator inundates the neighbor cache of the targeted
node with numerous fake Neighbor Solicitation (NS) and
Neighbor  Advertisement (NA) messages. As a
consequence, the cache may become overwhelmed,
displacing valid entries and causing address resolution
issues as well as service interruptions[55].
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Mechanism of NDP: The proper functioning of IPv6
relies on the NDP, which plays a crucial role in tasks like
address resolution, neighbor discovery, and router
discovery. Additionally, it is responsible for managing a
neighbor cache that stores relevant information about
reachable neighbors[34].

Attack Description: NCE attack involves flooding the
victim with a large number of NS packets. These
messages instruct the target to resolve multiple IPv6
addresses to the associated link-layer addresses. As the
target executes these requests, its neighbor cache fills up
with entries, using memory and CPU resources[25].

Impact of NCE Attacks:

1) Denial of Service (DoS) occurs when a device's
neighbor cache reaches its maximum capacity,
disrupting network operations and causing
communication failures.

2) Resource exhaustion occurs when attacks exhaust
system resources, leading to performance decline
and potential system crashes.

3) Network instability is caused by continuous NCE
attacks[56]

Mitigation Strategies:

1) Rate Limitation: Enforcing rate limits on NDP
messages is crucial in avoiding cache depletion by
restricting the quantity of NS messages handled in a
specific time period[57].

2) Advanced Neighbor Discovery (AND): Utilizing
AND strategies can enhance the effectiveness of
neighbor cache administration, guaranteeing that the
cache remains manageable[58].

3) Surveillance and  Notifications:  Consistent
monitoring of NDP traffic and establishment of
notifications for abnormal behavior can assist in
promptly identifying and addressing NCE assaults[9].

4) Allocation of Resources: Assigning ample resources

for the neighbor cache and utilizing flexible cache
sizing can enable the absorption of sudden spikes in
NDP traffic without depleting resources[59]
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B.

Neighbor Unreachability Detection (NUD) spoofing
attacks, NUD spoofing attacks take advantage of
procedures used by IPv6 nodes to evaluate the
reachability of surrounding nodes. Here's a thorough
analysis of NUD spoofing attacks and their
consequences[60]:

Mechanism of NUD: The NUD Mechanism is an
essential component of the Neighbor Discovery
Protocol (NDP) in IPv6, allowing communication with
nearby nodes. When a node transmits a packet to a
neighbor, it expects a reply[61]. If no answer is received,
NUD processes are initiated to determine if the neighbor
is still accessible[54].

Attack Description: In a NUD spoofing attack, an
assailant dispatches counterfeit NUD messages to
deceive a node into believing that its neighboring node
is unreachable. This is accomplished by transmitting
fabricated Neighbor Solicitation (NS) or Neighbor
Advertisement (NA) messages containing inaccurate
information. Consequently, the targeted node may
erroneously designate the neighbor as unreachable,
leading to communication disruptions[54].

Impact of NUD Spoofing Attacks:

1) Communication Disruptions: Legitimate nodes
could cease transmitting packets to the seemingly
unreachable node, leading to interruptions in
communication.

2) Growing Latency: The node might make another
attempt to resolve the address, causing delays in
communication.

3) Man-in-the-Middle (MITM) Intrusion: Malicious
actors can infiltrate communication by rerouting it
through unauthorized nodes, leading to MITM
attacks.

4) Service Denial (DoS): Hackers could flood network
resources with numerous address resolutions and
verifications, leading to a denial of service[54, 61].

Mitigation Strategies:

1) Implementing Secure NDP (SEND) can provide
cryptographic security to NDP messages, ensuring
their authenticity and integrity[28].

2) Using RA Guard efficiently blocks malicious RA
communications, reducing the likelihood of NUD
spoofing[62].

3) Consistently monitoring NDP traffic and
establishing alarms for unexpected trends can help
detect spoofing efforts quickly[63].

4) Increasing security by network segmentation might
reduce vulnerability to NDP message assaults[62]



RUJCST

ISSN-L 3007-5084
Ulogloal] d4idliq wowlall oglal jlpl doold dlao

. Router Advertisement (RA) spoofing attacks, where an

attacker impersonates a legitimate router and sends
malicious RA messages. These messages can be used to
redirect traffic, perform man-in-the-middle attacks, or
enable unauthorized access to network resources[8]:

Mechanism of RA: IPv6 routers send out RA messages
on a regular basis to announce their availability and
share network information such as prefixes, hop limits,
and MTU sizes. This information allows nodes to
automatically configure their IPv6 addresses and
network settings[64].

Attack Description: An RA spoofing attack occurs
when an attacker sends fake RA messages. These
messages include incorrect network settings or
misleading details in the network topology. It helps the
attacker by:

1. It takes on the role of the master router and diverts
traffic through itself.

2. Enters incorrect prefixes, causing address
configuration problems.

3. Reduces the hop limit, resulting in packet loss.

4. It breaks the connection by adopting non-existent
routers or providing wrong details of a spoofed
network. as shown in figure 2[10].

Host A Attacker

Router

Attacker: RA Messagg (Attacker Parameters)

Attacker: RA Messagg (Attacker Parameters)

Attacker: RA Messagg (Attacker Parameters)

FIGURE 2. RA flooding attack
Impact of RA Spoofing Attacks:

1) Attackers have the ability to redirect traffic using a
malicious router, enabling them to intercept and
potentially alter the traffic, resulting in Man-in-the-
Middle (MITM) attacks.

2) Network misconfigurations and loss of connectivity
can occur due to incorrect RA messages, resulting in
Denial of Service (DoS) and service disruption.

3) The instability of the network can be caused by
frequent changes in advertised parameters, leading to
degraded network performance[44].
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Mitigation Strategies:
1)

2)

3)

4)

SEND employs cryptographic mechanisms to
validate the source of NDP messages such as RAs,
ensuring their legality and security[64].

RA Guard function eliminates illegitimate RA
communications, ensuring that only valid ones are
handled[65].

Router Advertisement Protection: RAP detects and
prevents RA spoofing by monitoring and verifying
transmissions[66].

Consistent monitoring and alarms allow for faster
reaction to RA spoofing assaults[67]

D. Neighbor Solicitation / Advertisement Spoofing,
Neighbor Solicitation (NS) and Neighbor Advertisement
(NA) spoofing attacks take advantage of weaknesses in

1))

2)

3)

the

Neighbor Discovery Protocol (NDP) of IPv6 in order

to generate inaccurate network mappings and interfere
with network communication. Below is an in-depth
examination of the methods used in these attacks, the
consequences they can have, and the approaches that can
be taken to prevent them[10]:

Mechanism of Neighbor Solicitation / Advertisement
Spoofing:

1)

2)

Neighbor Solicitation (NS) Spoofing: Malicious
persons use spoofing Neighbor Solicitation (NS) to
send counterfeit signals to a target, requesting a
specific IPv6 address at the link-layer level. In
reaction, the victim unintentionally publishes its MAC
address, which the attacker can use for malicious
purposes[68].

Spoofing Neighbor Advertisement (NA): Adversaries
send bogus NA signals to a target, claiming that an
IPv6 address corresponds to a certain MAC address.
This misled the victim into sending packets to the
wrong or malicious device[68].

Impact of Neighbor Solicitation/Advertisement
Spoofing:

Traffic Redirection: By modifying IP-to-MAC address
mappings, attackers can divert traffic meant for a legal
node to themselves, allowing man-in-the-middle
attacks[29].

Denial of Service (DoS): If legitimate nodes' IP-to-
MAC address mappings are corrupted, a denial of

S

ervice occurs[8].

Network Disruption: Incorrect mappings can create
extensive network disruption because nodes attempt to
interact with the incorrect devices[35].

Mitigation Strategies:

1) Secure Neighbor Discovery: SEND protects NDP
communications using Cryptographically Generated
Addresses (CGA) and RSA signatures, assuring their
authenticity and integrity [69].
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2) RA Guard may detect illegal or harmful RA
transmissions, lowering the danger of RA spoofing.
While primarily intended for RAs, similar filtering
algorithms may be used on NS and NA signals[70].

3) Monitoring and Alerts: Using comprehensive network
monitoring to detect unexpected patterns or spikes in
NDP traffic might assist discover spoofing efforts early
on[54].

E.Duplicate Address Detection (DAD) DoS Attacks,
Duplicate Address Detection (DAD) is a vital IPv6
mechanism that ensures no two devices on the same
network share the same IP address. However, this method
may be used to launch a Denial of Service (DoS)
assault[23]. Here's a detailed look at how DAD DoS
assaults operate, their impact, and how they may be
avoided[71].

e Mechanism of DAD: When an [Pv6 node is set to use a
new IPv6 address, it initiates DAD by sending a
Neighbor Solicitation (NS) message to the network to
see [13]if the requested IP address is already in use[72].
If no Neighbor Advertisement (NA) message is received
in response[13], the node considers the address to be
unique and assigns it to itself[2].

e Attack Description: In a DAD DoS attack, an attacker
takes advantage of the DAD mechanism by replying to
each NS message with a bogus NA response, suggesting
that the requested address is already in use[10]. This
inhibits valid devices from correctly setting their IPv6
addresses, causing a denial of service. as shown in figure
3 [54].

- 3

MNew Host
(1) NS Mesg.

PvE Link-local Network

-y

Host A Host B Attacker

‘_ .........

(2} NS Mesg.

‘_ .........

(3} NS Mesg.

FIGURE 3. DoS-on-DAD attack.

e Impact of DAD DoS Attacks:

1) Address Configuration Failure: Legitimate devices
cannot receive unique IPv6 addresses, resulting in
network connectivity difficulties.

2) Denial of Service (DoS): Failures in persistent address
setup can cause substantial disruptions to network
services, impacting both client and server operations.
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3) Network Instability: Frequent DAD DoS assaults can
create significant disruption as devices repeatedly try
and fail to set addresses[62].

e Mitigation Strategies:

1) Secure Neighbor Discovery: SEND can assist verify
NDP communications, allowing only valid devices to
participate in the DAD process[10].

2) Implementing rate: restrictions on NDP messages can
help to mitigate the impact of Duplicate Address
Detection Denial of Service attacks by restricting the
amount of NS messages that can be processed in a
given time frame.

3) RA Guard: Though designed primarily for router ads,
technologies similar to RA Guard may be used to filter
and validate NS and NA messages, preventing attackers
from sending faked answers[ 15].

4) Monitoring and Alerts: By continuously monitoring
NDP traffic and putting up notifications for unusual
activity, DAD DoS assaults may be detected and
mitigated early on[54].

F. Address Resolution (AR) DoS Attacks,Address
Resolution DoS attacks leverage weaknesses in IPv6's
NDP to disrupt the mapping of IP addresses to MAC
addresses, causing network disruption and denial of
service[73]. Here's a comprehensive review of these
assaults, their impact, and mitigating strategies:

e Mechanism: In IPv6, NDP is utilized for address
resolution instead of ARP, as in IPv4. The NDP
comprises messages like Neighbor Solicitation and
Neighbor Advertisement for locating and resolving link-
layer addresses. An AR DoS attack entails delivering a
flood of NS or NA messages to a target in order to
deplete its neighbor cache or establish inaccurate IP-to-
MAC addresses[20, 73].

e Attack Description:

1) Flooding occurs when an attacker sends a high number
of bogus NS messages, forcing the victim to complete
multiple address resolution queries. This may overflow
the target's neighbor cache, resulting in resource
exhaustion[25].

2) Spoofing is when an attacker sends fake NA messages
that associate wrong MAC addresses with genuine IP
addresses. This causes the target to transmit packets to
the  wrong  location, interrupting  regular
connection[32]. as shown in figure 4[54].
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e Impact of AR DoS Attacks:

1) Denial of Service (DoS) happens when the target's
neighbor cache reaches its capacity, preventing it from
resolving new addresses and leading to communication
breakdowns.

2) Network Outage: Valid traffic is either redirected
incorrectly or disappears, leading to major disruptions
in network operations.

3) Resource Exhaustion: The ongoing handling of fake
messages drains the CPU and memory resources,
which could lead to system crashes or decreased
performance[20, 73].

e Mitigation Strategies:
1) Secure Neighbor Discovery (SEND):

e SEND secures NDP communications with
Cryptographically Generated Addresses (CGA)
and RSA signatures.

o Effectiveness: Prevents spoofing attacks by

determining the origin of NDP packets [69].
2) Rate Limiting:

e Description: Setting rate restrictions on NDP
messages minimizes the number of NS and NA
messages[25] handled in a given timeframe.

o Effectiveness: Reduces the severity of flooding
assaults by restricting the amount of harmful
messages[70] .

3) RA Guard and Similar Mechanisms:

e RA Guard prevents illegal or harmful NDP
communications, including NS and NA messages.

e Effectiveness: Prevents the introduction of
counterfeit NDP messages into the network [70].

4) Monitoring and Alerts:

e Implementing strong network monitoring to detect
unexpected patterns or spikes in NDP traffic can
assist detect AR DoS assaults early on.

o Effectiveness: Allows for proactive actions to
reduce assaults before they do serious damage
[54].

The following table 2 shows a summary of the security
threats and security solutions for IPv6 NDP.
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Table 2: Summary of security threats and security
solutions for IPv6 NDP

Security - -
threat Mechanism Impact Solutions
Determine
Fake Memory message
exhaustion, rates, AND,
NCE rrll\gglzs services monitor,
& interruption allocate
resources
SEND, RA
Fake Disconnection Guard,
NUD NS/NA | Monitoring,
delay, MITM
messages Network
Segmentation
Normally SEND, RA
RA Fake RA routed traffic, Guard, Ad
messages loss of Protection,
connection Monitoring
Fake Traffic SEND, RA
NS/NA NS/NA redirection, Guard,
Messages interruption continuous
g of services monitoring
Failed SEND,
al fe to Message Rate
DAD Fake NA configure Limiting, RA
. address,
DoS replies . . Guard,
interruption Conti
of services ontinuous
Monitoring
SEND,
Fake Interruption M%S;{de
ARDoS =~ NS/NA  ofservices, ) iiing RA
exhaustion of
messages Guard,
resources Continuous
Monitoring

V. TECHNICAL TERMINOLOGY

Blake2 Algorithm: The Blake2 algorithm is a
cryptographic hash function used in applications that
require great performance and security[9, 16-19].

SDN (Software Defined Networks): SDN is a new and
superior network design to traditional network architecture
in terms of regulating network traffic flows, as well as the
elasticity and flexibility to be programmed for effective
network administration.

Router Advertisement Guard (RA-Guard) is a method
that blocks illegal Router Advertisement (RA) packets on a
network, hence avoiding possible attacks that take use of the
RA capability of the Neighbor Discovery Protocol (NDP) in
IPvo6[15].

NDPMon is a network monitoring tool for tracking and
analyzing the IPv6 Neighbor Discovery Protocol (NDP). It
aids in the detection and alerting of network managers to
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aberrant activity and possible NDP assaults, hence
improving IPv6 network security[12-15].

* Trust-ND is a security enhancement to IPv6's Neighbor
Discovery Protocol (NDP) that improves the protocol's
trustworthiness. It includes procedures for authenticating
NDP messages, guaranteeing that they originate from valid
sources and have not been tampered with. Trust-ND tries to
mitigate a variety of NDP threats, including spoofing and
denial-of-service[14, 15, 20].

= Cryptographically Generated Addresses (CGA) bind IP
addresses to a public key using cryptography. This binding
ensures the validity of the address and prevents address
spoofing. CGA is an essential component of the Secure
Neighbor Discovery (SEND) protocol, which improves
security for IPv6 address setup and Neighbor Discovery
procedures.

VI. CONCLUSIONS

IPv6, being the next-generation protocol, offers several
benefits that many have yet to understand. However, like a
novel protocol, it has security vulnerabilities in addition to its
benefits. and there are several NDP-related attacks, including
Neighbor Cache Exhaustion (NCE) attacks, Neighbor
Unreachability Detection (NUD) spoofing attacks, Router
Advertisement (RA) spoofing attacks, Duplicate Address
Detection DoS attacks, and Address Resolution DoS attacks.
It then presents the mitigation strategies for each of these
attacks, such as rate limitation, advanced neighbor discovery
techniques, RA Guard, and secure neighbor discovery
protocols. The most important protocol is the ICMPv6 that is
used by NDP to discover router, network prefix, neighbors and
also network parameters.
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